HP ILO2 Troubleshooting

My ILO login doesn't work

If the ILO login you received from us does not work (ie. "Unauthorized Access" error), please open a ticket with Dedicated Server Support.

We reprovision ILO before your service is delivered and sometimes the settings do not stick. A quick ticket and we'll reprovision again and verify
the details.

ILO Won't Open In My Browser

Due to recent updates in certain browsers, such as Chrome, sometimes ILO won't load due to a certificate error. We recommend using Firefox for
accessing ILO. Chrome will not work with the Remote Console as it no longer supports Java applets.

On loading you will be presented with an SSL warning, just hit the 'Add Exception' button and 'Confirm Security Exception' on the next screen.

% Your connection is not secure

The owner of 107.¢SSWSWM® has configured their website improperly.
To protect your information from being stolen, Firefox has not
connected to this website.

Learn more...

107."0weem®:3443 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for US

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception...

How do | access the KVM?

In ILO select the 'Remote Console' tab, in ILO2 you'll be presented with 4 options. Click on the third link 'Remote Console' to load the Java-based
KVM - this is the most functional & interactive KVM.

Remote Console Information

Information

Settings Integrated Remote Console
Access the system KVM and control Virtual Power & Media from a sii

Integrated Remote Console Fullscreen
Re-size the Integrated Remote Console to the same display resoluti
sktop.

Remote Console
Access the system KVM from a Java applet-based console requiring

Remote Serial Console
Access a VT320 serial console from a Java applet-based console cor

the availability of a JVM.



My ILO KVM Isn't Loading

There are sometimes a few tweaks you need to make to get the ILO Java-based KVM running on modern computers running newer versions of
Java.

1. Open the Java Settings/Preferences on your computer. In Windows you can find this under Java -> Configure Java. In Mac OS X it will
be under the Java preference pane within your System Preferences.

2. Click on the 'Security' tab and under 'Exception Site List' hit the 'Edit Site List' button. Copy & paste the beginning of your ILO URL into
the field including the http:// or https://

[ ] @ Exception Site List

Applications launched from the sites listed below will be allowed to run
after the appropriate security prompts.

U... Location

r‘https://yourILinAddress :8443|

Add Remove

Ul FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

oK cance

3. Click on the '‘Advanced' tab, scroll down to the ‘Advanced Security Settings' and uncheck TLS 1.1 and TLS 1.2 from the list. You should
only have TLS 1.0 selected.
Advanced Security Settings
Use certificates and keys in browser keystore
Enable blacklist revocation check
Enable caching password for authentication
Use SSL 2.0 compatible ClientHello format
Use TLS 1.0
Use TLS 1.2
Miscellaneous
Place Java icon in system tray

4. If you already tried to load the KVM and it failed, you may need to clear out the old KVM applet from your cache. On the 'General' tab
select 'Settings' under 'Temporary Internet Files'. In the next window select 'Delete Files' and click all 3 options in the list to delete all
previously installed and cached applications/applets.



v| Keep temporary files on my computer.
Location

Select th— '-——* - -t mm e m s B o Lo

o Delete Files and Applications
plicatig inge...
. i!} Delete the following files? E

Disk Space B

Select t Trace and Log Files s

Cached Applications and Applets
Set Uiy Installed Applications and Applets
1. I- E : MB
GOKIN  cancel

5. IfILO is open, reload the main ILO URL and login again if required.

Additional Steps - Sometimes Required

If the KVM window loads but the page is blank, highlight the URL bar and hit enter to reload. It can sometimes take 1-2 reloads for the KVM to
load the first time.

If the KVM area is black or shows ‘No Video' text, click in the KVM area (black background) and hit Escape on your keyboard. Hitting escape
once or twice should present you with your OS login screen.
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